
LiveLitigation 
FIREWALL RULES 

LiveLitigation utilizes WebRTC for video and audio publishing/playback, in a peer-to-server SFU 
configuration. Video and audio traffic is encrypted via DTLS (data) and SRTP (media). 
 
For the best experience, users must be able to access the various resources including Web 
Server, STUN/TURN server, and Media Server(s) over the recommended protocols and ports. 
While TCP 443 is often enough to make a connection, quality can suffer and it is recommended 
to open UDP ports whenever possible. 
 
Below is a list of IP Addresses and Ports to configure on a firewall for best performance: 
 
Video Service: 
 IP Addresses: 

• 44.226.63.239 
• 44.239.68.220 
• 44.240.148.134 
• 44.240.166.35 
• 44.240.241.124 
• 44.241.195.144 
• 54.190.247.251 
• 54.203.103.230 
• 52.11.8.154 
• 52.26.134.23 
• 34.216.94.155 
Ports: 
• TCP 443 
• UDP 5000-65535 

 
Audio Service: 
 IP Address Range: 

• 185.167.188.0/22 
Ports: 
• TCP 443 
• UDP 7800-32000 
 


